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Preamble

The purpose of risk management is to create
value, improve performance, encourage
innovation and support the achievement of
objectives.

Golden Plains Shire Council leadership team
have worked together to provide input to the
development of the enterprise risk
management framework (the Framework).

The Framework outlines council’s risk
management approach.

In determining the type of framework that
would enable continuous improvement and
drive a positive risk management culture, it
was determined that the Framework be
aligned to the principles based standard — 1SO
31000:2018 (the Standard).

This Standard is focused on driving
continuous improvement. Itis also the
Standard used within Australia and overseas
by governments and both the not-for-profit and
private sectors.

As aresult, when working in partnership with
business and government, there is a
foundation to drive sound risk management
practice

The Standard comprises of three key
components - Principles, Framework and
Process, a pictorial representation of these
components is outlined below.

Principles for Risk Management
For risk management to be effective it needs to be

1-Integrated — risk management is an integral part of all our
activities.

2-Structured and comprehensive — risk management
contributes to consistent and comparable results.

3-Customised - risk management and process are
customised and proportionate to the organisation.

4-Inclusive — risk management knowledge, views of
stakeholder and perceptions to be considered.

5-Dynamic —risk management anticipates, detects,
acknowledge and responds to those changes and events in an
appropriate and timely manner.

6-Best available information - risk management explicitly
takes into accounts any limitations and uncertainties.

7-Human and cultural factors = risk management takes into
accounts human and cultural factors.

8-Continual improvement —risk management is continually
improved through learning and experience.

Monftoring
A& Howveons
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Glossary

Risk Management Definitions

Communication and Continual and iterative processes that an organisation conducts to provide,
consultation share or obtain information and to engage in dialogue with stakeholders
regarding the management of risk.

Consequences Outcome of an event affecting the objectives.

+ A consequence can be certain or uncertain and can have positive or
negative direct or indirect effects on objectives.

Control Measure that maintains and or modifies risk.

« Controls are not limited to, any process, policy, device, practice or other
conditions and or actions which maintain and or modify risk.
+ Controls may not always exert the intended or assumed modifying effect.

Establishing the Defining the external and internal parameters to be considered when managing
context risk and setting the scope and nsk criteria for the risk management policy.
Event Occurrence or change of a set of circumstances.

+* Anevent can have one or more occurrences and can have several causes

and several consequences.

External context Extemal environment in which the organisation seeks to achieve its objectives,
Intemal context Internal environment in which the organisation seeks to achieve its objectives.
Level of risk Magnitude of a risk or combination of risks expressed in terms of the

combination of consequences and their likelihood.

Likelihood Chance of something happening.

Monitoring Continual checking; supervising, critically observing or determining the status to
identify change from the performance level required or expected.

Residual risk Risk remaining after risk treatment.

Review Activity undertaken to determine the suitability, adequacy and effectiveness of
the subject to achieve established objectives.

Risk Effect of uncertainty on objectives.

+ An effect is a deviation from the expected. It can be positive, negative, or
both and can address, create or result in opportunities or threats.

Risk analysis Process to comprehend the nature of risk and to determine the level of risk.
Risk assessment Overall process of risk identification, risk analysis and risk evaluation.
Risk attitude Organisation's approach to assessing and eventually pursuing, retaining, taking

or tuming away from risk.

Risk criteria Terms of reference against which the significance of a risk is evaluated.

Item 7.13 - Attachment 1 Page 8
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Risk Management Definitions

Risk evaluation Process of comparing the results of risk analysis with the risk criteria to
determine whether the risk and/or its magnitude are acceptable or tolerable.

Risk identification Process of finding, recognising and describing risks.

Risk management Coordinated activities to direct and control an organisation in relation to risk.
Risk management Set of components that provide the foundations and organisation arrangements
framework for designing, implementing, monitoring, reviewing and continually improving

risk management throughout the organisation.

Risk management Scheme within the nsk management framework specifying the approach,
plan components and resources to be applied to the management of risk.

Risk management Statement of overall intentions and direction of an organisation related to risk
policy management.

Risk management Systematic application of management policies, procedures and practices to
process the activities of communicating, consulting, establishing the context, and

identifying, analysing, evaluating, treating, monitoring and reviewing risk.

Risk owner Person or entity with the accountability and authority to manage a risk.

Risk profile Description of any set of risks.

Risk source Element which, either alone or in combination, has the potential to give rise to
risk.

Risk treatment Process to modify a risk.

Stakeholder Person or organisation that can affect, be affected by or perceive themselves to

be affected by a decision or activity.
+ The term interested party can be used as an alternative to stakeholder.

Reference: AS/MNZS I1SO 31000:2018 Risk Management—Principles and Guidelines
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Section 1 — Risk Management
Framework

1.1 Introduction

Golden Plains Shire Council's risk management
framework (the Framework) outlines how council
amranges, organises and manages risk across the
organisation.

1.2 Risk Management Framework
Elements

The key elements of the Framework are
summarised below

1.3 Mandate and Commitment

There is a strong and sustained commitment to
ensure the ongoing effectiveness of risk
management in the organisation.

Council sets risk appetite. Risk appetite represents
the types and degree of risk council is willing to take
or accept in pursuit of achieving its objectives.

Councils risk appetite has been expressed through
statements and outlined below:

Risk Appetite Statements
Promoting healthy and connected communities

+ We have a moderate appetite for innovative
customer centric plans, strategies, initiatives and
activities that deliver services for the changing
needs of our community.

+* We have low appetite to activities which may
compromise or diminish health and safety of our
people, employees and community.

Enhancing local economies

+ We have a moderate appetite for innovation
and the development of new ideas to increase
our local economy and deliver long term
sustainable trading precincts.

+ We have a low appetite for activities that may
decrease business confidence or that may lead
to a reduction in our community use of local
trading precincts.

Managing the natural and built environment

+ We have a moderate appetite for innovation that
provides sustainable and renewable resources
to the community.

Delivering good governance and leadership

We have a low appetite for any breaches in
legislation, professional standards, ethics, fraud and
corruption.

+ We have a low appetite for things which would
impact negatively on its reputation, brand or
ethical standing.

s We have a moderate appetite for any risks that
will impact on the achievement of the financial
targets.

Leadership

The management team take a leadership role in
leading and supporting all employees focus on the
risks that matter. The Director Corporate Services is
the appointed Chair of the Risk Management
Committee and responsible for overseeing the
Framework and managing the resources to support
the Framework.

The overall implementation of the Framework is the
responsibility of the leadership team.

1.4 Design of framework for managing
risk

The framework for management risk requires a

systematic approach so it is relevant, effective,

efficient and adequate. The Framework will include
appropriate risk management strategies, including:

Working with other agencies to manage risk
A risk management policy and plan
Effective governance

Communication and reporting arangements
Resource requirements and risk
management accountabilities.

. 4+ & 2 @

1.5 Implementing the framework

The risk management process is applied
consistently at all relevant levels and functions as
part of its practices and processes. Investment in
resources and capabilities will enable council to
effectively and efficiently apply its risk management
activities.

1.6 Monitoring and review of the
framework
The Framework will be reviewed annually and

enhanced as required to ensure the Framework is
dynamic, kept up-to-date and relevant.

ltem 7.13 - Attachment 1

Page 10



Council Meeting Attachments

15 December 2020

RISK MANAGEMENT FRAMEWORK

1.7 Risk Management Objectives
Objective 1- Risk management is integrated into everything we do

Risk management is not a stand-alone activity and requires integration with existing business processes.

This will be achieved by incorporating risk management to strategic and business planning, budgeting and

project management.

The deliverables for driving integrated risk management activity are outlined is the risk management
framework workplan as outlined in Section Two of the Framework.

Objective 2 - Risk management is focused on continuous improvement

Risk management need to support and drive a culture of continuous implement to achieve this
performance will be measured. This will be achieved through measuring compliance, measurnng maturity
and measuring value and benefit.

Measuring compliance - This measure whether council is complying with its risk management

framework directives.

Measuring maturity: This measures the maturity of the Framework
Measuring benefit. This measures the extent to which risk management is confributing to the
achievements of council objectives and outcomes.

Performance measures are outlined in the following section of the Framework — (Go to Section 1.8 Performance
Measures).

The annual ‘state of the Framework report is to be reported to Risk Management Committee, Corporate
Management Team and Audit and Risk Committee.

1.8 Performance Measures

Requirement

Area 1-Measuring compliance

Key Performance
Indicator (KPI)

Measure and
Target

Accountability

1.1

Training

Managers are to receive
risk management training
to improve their risk
management skKills.

Strategic risk profile

% of Managers that
have received council
approved risk
management training.

Nominated
Managers received
council approved
risk management
training

Directors

reports to be provided to
SMT every 6 months
August and Februa

Operational nsk profiles

the appropnate
committees within
pecified timeframes.

21 The strategic risk Profile % annual risk reviews 100% of risk Directors
is critically reviewed conducted. reviews conducted | Manager
annually.

22 Strategic risk profile % of reports provided to | 100% Director Corporate

Services

on risk register ina

register.

31 Operational Risk Profiles | % quarterly risk reviews | 100% of risk Managers
are reviewed quarterly as | conducted. reviews conducted
part of the business
planning process.
They are discussed and
reported to SMT.

32 All operational Risk % of organisation 100% Directors
Profiles are maintained maintaining a risk Managers

ltem 7.13 - Attachment 1
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Requirement

Key Performance
Indicator (KPI)

Measure and
Target

Accountability

specified format and
critically review the risk
register as part of
Business Planning.

3.3 | Operational - Program % of nominated 100% of nominated | Nominated
Risk Profiles are to be Programs maintaining a | Programs Program Manager
maintained for: risk register.

-  TBC.

3.4 | Specialist Risk Profiles % of nominated 100% of nominated | TBC
are maintained for: specialist areas Specialist Areas
Safety maintaining a nsk
And disruption risk register.

(business continuity
planning and emergency
management)

3.5 | The existing controls for % of controls for risks 100% All Managers
the risks with severe or with severe or major
major consequences are | consequences are
to be maintained, as far effective, with evidence
as possible, as effective, to support the
with evidence to support assessment.
the assessment.

3.6 | Managers are to attest % attestation. 100% All Managers
that operational risk
profiles they are
responsible for have been
reviewed in the last 12
months.

4.0 Audit and Risk Committee
41 The Audit and Risk Outcome of review of Annually Director Corporate
Committee compliance Services
review the annual ‘state measurement.
of the RMF’ report and
associated risk
instruments.

Area 2 -Measuring maturity

Risk maturity is not a static concept. Over time the working environment changes, and risk management also
needs to evolve to ensure it continues to support council in achieving its objectives.

Current risk maturity - Consistent with leading practice, the leadership team have undertaken a self-
assessment of risk maturity and determined that the current maturity of risk management practice is assessed as
‘Developing working towards Integrated.

ltem 7.13 - Attachment 1
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Culture
Govemance

Resources

Process

Assurance

Interagency

Area 3 — Measuring benefit

Risk management creates value and support decision making by have a structured approach to the identification
and assessment of strategic and operational nsk. The benefit will be measured through the implementation of
the Frameworks key performance indicators and implementation of actions as stated in the nsk management
framework workplan.

1.9 Design

The Framework for managing risk has been designed our matunty, our business objectives, deliverables,
stakeholder

Our approach to risk is focused on examining and understand the external the social, cultural, political, legal,
regulatory, financial, technological, economic and environmental factors, key drivers and trends affecting the
objectives of council, external stakeholders’ relationships, perceptions, values, needs and expectations,
contractual relationships and commitments; and complexity of networks and dependencies.

We are working towards embedding risk into our processes, systems and structures through:

Vision, mission and values

Governance, organisational structure, roles and accountabilities
Strategy, objectives and policies

Risk culture

Adopted standards, guidelines

People capabilities

Data, information systems and information flows

Relationships with internal stakeholders

Contractual relationships and commitments.

. & 8 & 8 8 8 8w

19.1 Risk Management Commitment

Council and the leadership team are committed to continuous improvement and measuring risk management
performance.

19.2 Roles responsibilities s and accountabilities

Council

The Council will work with the Chief Executive Officer to:
Develop the Council Plan

Approve Council’s risk appetite

Identify, assess and monitor strategic risk

Chief Executive Officer

10
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The Chief Executive Officer has ultimate responsibility for risk management. The CEO will:

» [Promote risk management as a vital business principle, provide a safe and healthy work environment and
enable Council and employees to meet their duty of care to in protecting its people, community, assets
and operations.

Audit & Risk Committee

e The Audit & Risk Committee will monitor the development and effectiveness of Council's strategic risks
and the effectiveness of the risk management framework.

* They will review and recommend to Council a strategic annual internal audit plan ensuring the internal
auditor's annual plan is linked with and covers the material business nsks.

¢ The Audit and Risk Committee will provide advice and recommendations relevant to its charter. The
Committee will monitor processes and practices to ensure effective business continuity and annually
review the risk management policy.

Directors
The Directors are responsible for their division's risk management performance. The Directors will:

* Implement the risk management framework, ensuring approprate resources for risk management actions
are made available and ensuring effective monitoring, reviews and reporting are undertaken.

«» Promote risk management as a vital business principle, monitor and evaluate the performance of
managers against their risk management accountabilities and assist managers in the identification,
evaluation and mitigation of risks associated with their Key Result Areas and activities.

Senior Management Team

* The Senior Management Team (SMT) are responsible for the monitoring, reporting and management of
nsk across the  organisation. The SMT will be appointed as members of the Risk Management
Committee. The terms of reference for the RMC outline their roles and responsibilities.

+ Risk Management Committee
The Risk Management Committee has overall responsibility for the implementation of the Risk
Management Plan. The RMC terms of reference is provided as Attachment 1.

Managers, Coordinators and Team Leaders
Managers, Coordinators and Team Leaders are responsible for implementing the Risk Management
Policy, Framework and procedures across the organisation and supporting their Directors to fulfil their risk
management obligations. Individual Managers, Coordinators and Supervisors will:
Promote risk management as a vital business principle
Understand the principles of risk management, including the intent of the Policy and Framework;
all isks within their junsdiction assessed as moderate or above
Assist subordinate employees in the identification, evaluation and mitigation of risks associated with their
Key Result Areas and activities
Enter all risks within their jurisdiction onto the Council's Risk Register and manage them
Keep employees appropriately informed of all changes relating to registered risks
Advise of any risk issues within their jurisdiction that should be incorporated in forthcoming budgets;
Contribute to the development of the Council's Business Continuity Plan
Foster and cultivate an appropriate risk management culture across the organisation.

. 8 s 9

. & s s @

Director Corporate Services
* The Director is responsible for overseeing the development, facilitation and implementation of a risk
management culture and framework and chairing the Risk Management Committee.

Corporate Governance & Risk Coordinator

The Corporate Governance & Risk Coordinator will:
* Act as Secretariat to the Risk Management Committee

1"
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+ Provide advice and assistance to all employees in relation to the development and implementation of an
effective risk management system, encourage employees and business partners, contractors and
volunteers to actively employ risk management in their decision-making processes;

Assist all employees with the procedural aspects of risk management

Develop a risk management training program for the council

Report on the state of the plan and risk management performance to the Audit & Risk Committee;
Monitor Business Units compliance with implementation, review and maintenance of risk management
procedural requirements.

- 8 * »

Employees
« All employees will be expected to support the effective implementation and operation of Golden Plains
Shire Council’s risk management approach. All employees members are to:
Understand and observe the Risk Management Policy, Framework and related procedures
Assist their manager in the identification and management of nsks to be entered the Council’'s Risk
Register.
+ Contribute to the development and implementation of Risk Treatment Plans and strategies within their
jurisdiction.
Identify, evaluate and mitigate risks associated with their Key Result Areas and activities.
Provide timely assistance and requested information in relation to any insurance claim or risk
management issue.
Make loss control/prevention a prionty whilst undertaking daily tasks in the Council's operations.
Complete a formal risk assessment for proposed events and projects.
Perform their duties in a manner that does not represent an unacceptable level of risk to the health and
safety of themselves, other employees, the customers or visitors, contractors or the wider community.
+ Report any illness, injury, hazard, near miss or incidents and losses as soon as they are detected to their
manager or supervisor, and encourage the public to respect Council property.

People and Culture Manager

« In addition to the generic responsibilities under this Framework, the People and Culture Manager will:

* Beresponsible for overseeing the development and maintenance of the work, health and safety culture,
framework and systems throughout Council, and Incorporate risk management training program into the
leaming and development schedule.

Manager Corporate and Community Planning

* In addition to the generic responsibilities under this Framework, the Manager Corporate and Community
Planning will be responsible for overseeing the integration of the Framework in Council and corporate
planning.

Events and Special Projects Managers / Engineers /| Employees

In addition to their genenc responsibilities under this Framework, employees with responsibility for events

and special projects are to undertake and document a formal risk assessment for all proposed events and or

projects, prior to being submitted for funding or approval. This assessment must

* Consider known risks identified for similar events/projects.

« Identify unique risks associated with and event or project.

+ Where possible, modify the design of the event/project to eliminate or at least minimise these known
nsks.

* Where risks cannot be eliminated through redesign or re-engineering, establish plans to mitigate the risk
to an acceptable level during an event or after completion and implementation of a project.

Contract / Tender Managers

* In addition to their generic responsibilities under this Framework, Contract and Tender Managers are to
Ensure that tenders issued, and confracts let by the Council comply with the risk management, insurance
and indemnity requirements of Australian Standard AS 4000/1997 General Conditions of Contract and
conform to the intent of the Council's Risk Management Policy and Framework.

Facility Managers
* In addition to their generic responsibilities under this Framework, Facility Managers will:

12
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+ Develop and maintain an inspection program for all council owned and controlled buildings, which
complies with all Council's statutory and regulatory obligations and bi-annual external audit program
Generate maintenance activities from the inspections conducted
Ensure that maintenance activities are carried out in accordance with applicable specifications and
standards.

19.3 Allocating resources

Council is committed to identifying and allocating the necessary physical and financial resources to the
management of risk across the organisation.

When determining resource requirements consideration will be given to the following:

People, skills, experience and competence

Resources needed for each step of the risk management process

The council processes, methods and tools to be used for managing risk
Documented processes and procedures

Information and knowledge management systems

Training programs.

. 8 & 8 8 »

Tools and Systems

« Strategic and Organisational Risk Register (Refer to separate attachment)
« Operational risk register (Refer to separate attachment)
« Risk Management Framework (Refer to Section 1, 2 and 3)

19.4 Communication and Consultation

Council has developed a risk profile structure the identification, assessment and management of risk the profile
structure comprises of three levels. Level 1-Strategic, Level 2-Operational and Level 3-Project.

Figure Council’s Risk Profile Structure

Project Risk

Strategic and Organisational Risk

o ] o] ][] o 7] G
R - ﬁ!ﬁﬁ

T
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Table 1 - Risk Profile Structure

Risk Profile Structure

Level 1 — Strategic and Organisational

Strategic risks are forward looking and linked to the strategic objectives. The time
honzon for these risks are typically the time horizon of the strategic plan (i.e. four-
years) Strategic risks are limited in number and externally focused.

Organisational risks are operational in nature and will enable the delivery of the
strategic objectives. These risks are limited in number and typically focused on
critical controls that need to be strengthened.

There risks are
set against the
council plan and
reviewed
annually.

Level 2 - Operational and Program

Operational risks are the critical risks and may have an impact on delivering the
business objectives. Operational risks should be linked to strategic risks (Level 1).
There are two categories of operational risk o0 Department and Program

+ Department risks are the risks which will impact on the delivery of the business
objectives and should be considered after the annual prionties have been
determined but before annual budgets are finalised.

+ Program risks are the risks which will impact on the delivery of events. How these
program risk profiles link to strategic or operational risks will be determined during
the development of the program risk profile. Project risk profiles are linked to the
program risk profile.

These risks are
set Division
business and
program
objectives and
annually
reviewed.

Level 3 - Project

Project risks are the critical risks which may impact on the delivery of projects. The
risk focus is on outcome/benefit, schedule and cost. These risk governance
requirements are provided in the Project Management Framework.

These risks are
focused on delays
in schedules,
change in scope
or budget

1.10 Implementation

The risk management framework will be implemented through meeting key performance indicators and

implementation of the risk management framework workplan.

101

Golden Plains will maintain three nisk registers. They are:
1. Strategic and Organisational risk register (see attached)

Risk Registers

2. Operational and Program risk register — (In development, refer to risk management framework workplan)
3. Project Risk Register — (In development, refer to the risk management framework workplan)

1.11 Evaluation

The Framework requires regular monitoring and review to assess its effectiveness and level of implementation
across the business. The state of the Plan will be reviewed annually reported to the Risk Management Committee

and Audit and Risk Committee.
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1.12 Improvement

The continuous improvement approach to risk management will drive performance improvement and risk
maturity.

15
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Section 2 —
Management Work Plan

2.1 Risk Culture
This is the behaviour of the people supporting a strong and robust risk management practice.

Risk

This is demonstrated by:

« Directors and Managers leading and championing sk management
- management being committed to learning from positive and negative outcomes

Our leaders are committed to risk management and value employee contributions to risk management.

IS S ST . Evidence that risk management is considered in decision-making processes in the organisation

Sharing of information on risks and strong team work across the organisation

- Working towards a strong safety culture

« Risk management approach and practices being visible and resources reflecting the priority of risk management

- Ethics and values enabling management to take a balanced approach to risk management and
- Linking risk management practices to the ethics and values that have been agreed and communicated.

During the next 12 months, the improvement focus of risk culture is to:

Implementation Plan

The Senior Management Team need to review the risk principles as outlined in the ISO
31000:2018 and articulate how these principles apply to all key aspects of the business.
The outcome should be documented, incorporated into the revised RMF and
communicated to all employees.

Responsible Officer: Director Corporate
Services

Completed by: Director Corporate Services
100% completed

2019-21 The Senior Management Team in consultation with Council should develop risk appetite
Improvement statements and assign KPIs to measure whether the business is operating within an
Focus acceptable and or tolerable level of appetite.

Responsible Officer: Director Corporate
Services

Completed by: Director Corporate Services
100% completed

The Senior Management Team should establish a risk management committee and
provide this committee with delegations to make decisions about approach and
management of risk.

Responsible Officer: Director Corporate
Services

Completed by: Director Corporate Services
50% completed

16
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Management should develop a structure to drive a more formal engagement of managers | Responsible Officer: Director Corporate
and employees on risk management practice. There is an opportunity for employees to Services

share information. Completed by:
% completed

The Senior Management Team should determine the desired level of maturity that is Responsible Officer: Director Corporate

appropnate for Golden Plains Shire Council. Services

Completed by: Director Corporate Services
100% completed

nance

es performance, conformance and maturity. They are the processes designed to supports decision making, embed risk strategy and

Risk management governance is aligned to corporate governance. This is demonstrated through:

« Documented risk governance practices

- Risk management responsibilities being aligned with an individual's authority and documented in the organisation’s delegated

2-Risk authorities

Governance - Risk management governance practices and accountability embedded in the organisational planning framework

- Key legal and regulatory compliance obligations being met and

+ Audit and Risk Committee charter having risk management oversight responsibilities and receiving risk reports to support oversight
of these responsibilities.

In the next 12 months, we will mature risk governance by: Implementation

1. Updating the Framework to align to the 1SO 31000:2018 and seek SMT approval and Responsible Officer: Coordinator
Council endorsement. (REF IA GPSC Risk Management report 2019) Govemance & Risk

2019-21 Completed by: Coordinator Governance
—or & Risk

Improvement
Focus 80% completed

2. The enterprise risk management plan (that outlines the risk rating tools) needs to be Responsible Officer: Coordinator
deployed to all employees. (REF I1A GPSC Risk Management report 2019) Govemance & Risk

17
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Completed by:
% completed

3. As part of reporting requirements, strategic risk owners should present their strategic
risks as case studies to the Audit and Risk Committee. This could be managed through
development of a presentation schedule. (REF IA GPSC Risk Management report
2019)

Responsible Officer: Coordinator
Govemance & Risk

Completed by: Coordinator Governance
& Risk

80% completed

4. Develop the Risk Management Committee terms of reference.

Responsible Officer: Coordinator
Govemance & Risk

Completed by: Coordinator Governance
& Risk

100% completed

18
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2.3 Risk

3- Risk
Resources

2019-21
Improvement
Focus

RISK MANAGEMENT FRAMEWORK

Risk resources are the resources we assign to the ongoing management of risk.

resources

Risk resources have been allocated through
Development of the Risk Management Framework.

Assigning the role of risk manager

L I A ]

Development of key performance indicators so performance can be measured.

Oversight of the Risk Management Framework assigned to the Audit and Risk Committee.

MNominating the Director Corporate Services to oversee compliance with the Risk Management Framework.

In the next 12 months we will mature our risk resources by:

Implementation

1. Determining the business requirements for an enterprise risk management system.

Responsible Officer: Director Corporate
Services

Completed by: Director Corporate Services
100% completed

2. Senior Management Team need to determine resource priorities and consider whether
project resources could be assigned to develop and mature the whole of organisation
approach to risk management. (REF. IA GPSC Risk Management Report 2019)

Responsible Officer: Director Corporate
Services

Completed by: Director Corporate Services
100% completed

3. Senior Management Team should determine the risk management capabilities required
to deliver and support sound risk management practice. When these capabilities have
been determined they need to be incorporated into employee performance plans and
organisation training program. (REF. IA GPSC Risk Management Report 2019)

Responsible Officer: Director Corporate
Services / Manager People and Culture

Completed by:
% completed

4. Developing performance indicators so performance and conformance can be measured.

Responsible Officer: Director Corporate
Services / Coordinator Governance & Risk

Completed by:
% completed
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2.4 Risk process

Risk process is the process for Identifying, assessing, evaluating, treating and monitoring risk.

4- Risk Process

2019-21

Improvement
Focus

Council has a draft Strategic and Organisational risk profile.

In the next 12 months we will mature our risk process by:

Implementation

1. Finalising the profiling of strategic and organisational risks. (REF. IA GPSC Risk
Management Report 2019)

Responsible Officer: Director Corporate
Services / Coordinator Governance & Risk

Completed by:
% completed

2. Incorporate operational risk identification and assessment into their annual planning
process in the next business plan cycle. (REF.: IA GPSC Risk Management Report
2019)

Responsible Officer: Manager Community and
Council Planning

Completed by:
% completed
3. Communicating and consulting management process with stakeholders in the Responsible Officer: All Managers
developed of the strategic and organisational risk profile. (REF: IA GPSC Risk Completed by
Management Report 2019). P Y
% completed

4. Reviewing current risk management process against the requirements of the ISO
31000:2018 and make changes as required. (REF. IA GPSC Risk Management Report
2019)

Responsible Officer: Coordinator Governance &
Risk

Completed by: Coordinator Governance & Risk
50% completed

20
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2.5 Risk assurance

Risk assurance is the process of establishing integrity and validity to bring confidence and support to decision-making.

5- Risk Council has an established Internal Audit Program
assurance

In the next 12 months, we will mature our risk assurance by: Implementation
ST 1. Determining how to apply the three lines of defence and how to apply it to managing, Responsible Officer: Director Corporate
modifying or maintaining risks where responsibility has been assigned. (REF. IA GPSC | Services / Coordinator Governance & Risk
Risk Management Report 2019). Completed by:
% completed

2.6 Interagency risk

Interagency risks are the risks which are shared and unmitigated by one agency and could increase risk to another agency.

6- Interagency
significant and ) o o S B _
interagency risk Council understands that working in partnership with agencies risk and opportunities need to be considered and are shared.

2019 -21 In the next 12 months, we will mature or approach to managing interagency risk by: Implementation
Impfoyement Responsible Officer: All Managers
Focus 2. Management need to take a lead role in coordinating with other organisations and P ’ 9
agencies to evaluate and treat inter-organisational risks. (REF: IA GPSC Risk Coordinator Governance & Risk
Management Report 2019) Completed by:
% completed

21
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Section 3- Risk Management Process

The amount of risk

we are prepared to

What we plan
pla take to deliver.

to deliver.

Council Risk Appetite

Objectives

The possible constraints
and enablers that will
help or hinder the things
we want to deliver.

Guided by risk appetite statements

Strategic

Operational

Guided by risk rating tables

22
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Risk management process steps

Communication and Consultation

I l Risk Assessment I I
Risk Analysis and Risk Treatment
Scope, Context, Risk Identification Evﬂllaﬂolxs  |dentify options
Criteria _ ® Review Review controls o Conduct
® Objectives organisation’s  Assign likelihood tbenefit
- P context. COos! ne:!
® Risk Criteria rating analysis
* Evaluation Criteria el G ® Assign ® Select best option/s
s raster happen that will have e
Risk Matrix an adverse impact e Develop
on objectives? - nDe!kermlne level of implementation
* How can it happen? . Rsmk S plans
® What are the effects ] LTS
if it does happen? evaluation criteria

3
&

3
U

I

Monitoring and Review
Report and Recording

23
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3.1 Communication and consultation

When developing risk profiles, communication and consultation with stakeholders is essential to
support sound risk management decisions, so that the context is appropriately established, the
interests of stakeholders are understood and considered, critical risks are adequately identified, and
different areas of expertise are brought together.

3.2 Establishing the context or Scope

Establishing the context defines the basic parameters within which risks will be managed by council
and sets the scope for the rest of the sk Management process.

Key questions for this step:

« What is the strategy, program, process or activity that is being assessed?

* What are the critical success factors?

* What are the outcomes expected?

+ What are the strengths, weaknesses, threats or opportunities?

* Who are the stakeholders?

s« What are the significant factors in Council's internal and external environment?
« What problems were identified in similar previous assessments?

Environmental scanning (ES) tools are varied, some examples are provided below.
ES - Political, Economic, Societal, Technological, Environmental and Legal (PESTEL) analysis
A PESTEL requires consideration of several factors

- Political influences, which may prevent your
organisation from achieving its objectives.
Technical
« Economic influences, which may prevent your . _
organisation from achieving its objectives. ' -

W) '—‘,i
LS
. Socio-cultural influences, which may prevent your __ ,  Context: What
organisation from achieving its objectives. Poliical | will have an

impact on

. Technical and technological influences, which may o "’d}"?””‘.“ g
- . - " " " s 0 Jes s
prevent your organisation from achieving its objectives. ' T

+  Environmental influences, which may prevent your
organisation from achieving its objectives.

+ Legalinfluences, which may prevent your organisation
from achieving its objectives.

ES- Constraints and Enablers Analysis

Prior to identifying nisk, the service delivery objectives should be stated and clear. To deliver the
objectives, in the next 12 months identify both Constraints and Enablers.

24
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ES- Strengths, Weaknesses, Opportunities and Threats (SWOT) analysis
Internal environment

Strengths: Identify what your work area does
best

Activities to better leverage strengths

Weaknesses: |dentify where there is room for

o _ Activities to address weaknesses
improvement

External environment

Opportunities: Identify existing or emerging

opportunities your work are could tap into AT E P S DO PIUILEES

Threats: What challenges may hinder your work
areas ability to achieve its goals?

Activities to mitigate threats

3.3 Risk identification
As outlined in the AS/NZS 1SO 31000:2018, a risk is defined as the effect of uncertainty on
objectives.
Key questions for this step:
* When, where, why, how are the nisks likely to occur and who might be involved?

« What is the source (or cause) of each risk?

Sources of risk

Risk sources are elements that, alone or in combination, have the intrinsic potential to give rise to risk.

There are multiple sources of risk. The tables below identify several risk sources relevant to council.

Sources of Risk by Category
1. Governance & Legal

* Planning, * Assurance + Board & * Delegations &
programming & committee authorities
service delivery effectiveness
 Fraud control » Policy * Project » Legislation &
management management regulation
« Complaints « Extemal + Service level + Intemal controls
management reporting agreements
« Commercial + Partnerships + Changes to + Industrial relations
management legislation
25
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« Efficient & effective
administration

-

Strategy &
planning process

Policy Framework

Service level
agreements

2. Economic & Financial

+ [Financial accounting & | » Budgeting & Expenditure Asset management
reporting planning management
allocation
* [Financial management | « Funding Procurement
arrangements
« (Change of government | « Contract
(state or federal) management
3. People & Safety
* Employee engagement | » Workforce Employee Employee health,
management relations safety & wellbeing
* Succession risk « Training & Qualifications as Government
management recruitment required by regulations and
government policy employment law
s People management s Leadership Change Restructure
management
e Learning & « Organisational Crowded places Human rights
development capability
4. Corporate Management
* Information « Data, information Research & ethics Intemal
management & knowledge communications
« Emergency + Frameworks Business Security
management continuity
&response management
s External + Business Systems integrity
communication systems
e Corporate policy « Operational Streamlined
agility processes
* Process, products &  Supplier Information
services relationships & systems
partnerships
5. Service Delivery & Stakeholder Management
e Stakeholder confidence | « Government Community Businesses
relationship engagement
« Politicians «  Community Committees Regulators
organisations
Suppliers Corporations Traditional owners Confractors
Casuals Partnerships Reputation Advisory groups
Social networking Stakeholder Suppliers
management
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Risk identification Template

Risk Source by Category Risk Description

Governance & Legal + The event.. (something may happen)

Economic & Financial

People & Safety

Corporate Management
Service Delivery & Stakeholder
Management

+ Caused by... (threat or opportunity)

nawNpE

+« Resulting in... (impact to council)

3.4 Risk Analysis

The main objective of risk analysis is to separate the minor acceptable risks from the major ones, and
to provide data to assist in the evaluation and treatment of risk.

When determining the likelihood or consequence of a risk occurring, it is important to take into
consideration existing controls.

The following table provides a useful methodology for assessing the effectiveness of existing controls:

Effective The control is well designed and addresses the risk factors. Nothing more to be
done except review and monitor the existing controls. Accountability for the
control is clearly assigned and well managed.

The control design address part of the risk factors and will mitigate components
of the risk. The control is not receiving an adequate level of management’'s
attention, compromising its effectiveness. Accountability for the controls is not
clearly assigned.

The control is ineffective in modifying or managing the risk and needs to be re-
designed. Management are not confident that the control can effectively reduce
risk causes.

Control owner

A control owner is a person nominated with the responsibility for administering a control.

Consequence and likelihood rating

Risk levels are determined by combining the estimates of effect (consequence rating) and cause
(likelihood rating). Golden Plains has an endorsed set of consequence and likelihood measures. Go
to (insert link).
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3.5 Risk Treatment

All risks require treatment regardless of risk level and must be monitored to ensure that existing
controls are effective in mitigating negative outcomes.

When determining the preferred treatment option, consideration should be given to the cost of the
treatment as compared to the likely risk reduction that will result. On selecting the preferred treatment
option, the cost of any action should be incorporated into the budget planning processes and a
responsible person identified for delivery of the action.

Risk treatment options

Accepting the consequences of the risk occurning. Risks are accepted or retained for
several reasons, including:

a) Risk treatment is not cost effective
b) The risk is at or below the acceptable level for that type of risk
Accept ¢) The risk is outside the control of the council

d) The risk exceeds the acceptable level for that type of nsk but nothing more can be
done to reduce the risk (if this is the case it needs to be escalated and well
documented).

Where a decision to accept a risk is taken, the risk still needs to be recorded in the
Risk Register along with the reasons for the decision not to treat the risk.

Risk transfer/share involves transferring part of the nsk (either management of the
Transfer-share | activity/service or consequences) to another party. Sharnng risk does not mean that the
responsibility/accountability for the risk has been transferred.

Avoid by not proceeding with the policy, activity or project or choose an alternative
Avoid the risk | means of action that achieves the same outcome. Nb. Risk avoidance may cause other
risks to become significant.

Change the | Undertake actions aimed at reducing the probability of the risk occurring. For example,
likelihood the likelihood of occurrence might be reduced by such things as more research,

increased controls, revised organisational arrangements, improved project

management, increased monitoring, improved training or better planning.

Change the | Undertake actions aimed at reducing the impact of the risk by implementing controls
consequence | such as contingency planning, disaster recovery and business continuity plans,
effective contractual arrangements, stakeholder consultation etc.

Share or Shift all or part of the responsibility for the risk to another party. This might be done by
transfer the insurance, contract, legislation or administrative processes.
risk

Retain the sk | Tolerate and manage the risk where the risk cannot be avoided, transferred or
reduced, or where the cost of doing so cannot be justified. If appropriate, the means for
addressing losses should be identified.

Risk cannot be eliminated. Instead risk is managed to a level that is acceptable. It is important that
any remaining risk is clearly identified and that there is a clear understanding as to why the risk was
tolerated.

Risk treatment options to either change the likelihood or consequence of the risk will require a
treatment plan to be prepared.

Risk treatment plan should include a description of the proposed action, resource and budgeting
allocation requirements, the timing for the completion of treatment actions, an allocation of

responsibilities, reviewing and monitoring arrangements, associated performance measures, when
the treatment is completed and % of actions complete.
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3.6 Continually Monitor and Review

Monitoring and review is an essential and iterative step in the process for managing risk. Few risks
remain static and it is necessary to continually monitor risks and the effectiveness of treatment plans
and controls that have been implemented and to adjust as necessary.

Activities and processes change, as can the political, social and legal environment. Accordingly, it is
necessary to re-examine the risk context to ensure the way in which risks are managed remain valid.

The process of review and monitoring ensures that risk management strategies continue to be a vital
part of Council’s processes.

The analysing and monitoring of regular performance information can assist with identifying likely
trends, trouble spots and other changes, which have arisen.

Documentation
Although documentation is an essential element of the risk management process, it is important to
remember that the primary aim of risk management is to understand and identify uncertainty and

mitigate its effect on organisational objectives.

Risk registers are a tool for communicating risk to others as a record of what risk identification and
assessment has occurred at a given time.
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Attachment 1- Terms of Reference
Risk Management Committee

Terms of Reference

4.2

43

44

51

5.2

53
54

6.1
6.2

Introduction
The terms of reference have been developed to support the establishment and management of the Risk Management
Committee (the Committee) with clarity of role and purpose.

Role of the Risk Management Committee

Council's Risk Management Committee is the key management governance committee for nsk management across
the organisation.

The Committee has overall responsibility for the Risk Management Framework and has a role to champion and
comply with the Framework. .

Purpose
The purpose of the Committee is to ensure regular risk monttoring and review activities occur quarteny meetings that
will facilitate timely identification and assessment of emerging, organisational, operational and program nsks.

Risk Management Structure

The Director Corporate Services is the Chair the Committee, providing guidance, support and direction to the
Committee and responsible for ensuring that appropriate agendas, minutes, outputs, governance and framework are
being utilised to support the effective and efficient operation of the Committee.

The Coordinator Governance and Risk will provide Secretariat support to the Committee and will coordinate
attendance, agendas, minutes and record keeping.

The Senior Management Team (SMT) and Strategic Risk Owners are voting members of the Committee. The
Coordinator OHS is a non-voling member of the Committee.

Aftendance is unable to be delegated.

Meeting Procedures

The Committee will meet every three months. All members of the Committee are expected to attend each meeting in
person or via teleconference

The Secretariat will produce the Committee meeting agendas and provide Committee members at least one week in
advance of the meeting.

Reports and papers for presentation will be distributed at least 2 business days prior to the meeting.

The Secretariat will record the Minutes. Draft minutes of each meeting will be reviewed by the Committee Chair and
circulated to all members as soon as practicable after the meeting. The minutes of previous meeting will be confimed
at the next meeting.

Review of Committee
The Committee Wwill review and re-adopt the terms of reference on an annual basis.
Key review focus areas will include:

. Consideration and understanding of the corporate risk strategy and nisk priorities

. Communication of lessons leamt

. Regular assurance about the management of risk.

. Communication with external stakeholders, interagency risk and interdependencies.

Risk Reporting, Communication and Compliance
Risk Reporting is a key form of communication and should be included in the following:

. Risk Governance and Reporting framework (as per the Framework) incorporates an escalation process,
where critical and high risks are identified.
. Importantly monitoring activities need to extend beyond the captured risks to include emerging risks. These

need to be forward looking and capture external influences as well as internal events. The monitoring
activities take into consideration any structural or operating changes that may affect existing risks.

. Minutes and actions from the Committee meetings are to be reviewed holistically to assistin determining if
the Committee is operating effectively and that the key elements of this Risk Management Terms of
Reference are upheld.

. The Director Corporate Services will report to the SMT and the Audit & Risk Committee. Additional

reporting will be provided to Council as necessary.
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GOLDEN PLAINS SHIRE

Risk Appetite Statements

RA-1-Promoting healthy and connected communities

1A-We have ar appetite fori five C centric
plans, strategies, initiatives and acfivities that deliver services for
the changing needs of cur community .

1B-We have low appetite to activities which may compromise or
diminish health and safety of our pecple, employees and
community.

RA-2-Enhancing local economies

2A-We have a moderate appefite for innovation and the
development of new ideas to increase our local economy and
deliver long term sustainable frading precincts.

2B-We have alow appetite for activities that may decrease
business confidence or that may lead to a reduction in our
‘community use of local trading precincts.

RA-3- Managing the natural and built environment

3AWe have a moderate appetite for innovation that provides

and

o the community.

RA-4-Delivering good governance and leadership

4A e have a low appetite for any breaches in legislation,
professional standards, ethics, fraud and comuption.
4B-We have alow appefite for things which would impact
negatively onits reputation, brand or ethical standing.
4C-We have amoderate appetite for any risks that will impact on
the achievement of the financial targets.
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7 easlil

GOLDEN PLAINS

SHIRE

Strategic & Organisational Risks

SR

Risk Source

Financial Sustanabilty

Risk Source Descriptor

nainiity ta mestthe firs
demands af e of commurity.

RA-1-Promoting healthy and ]

144V & have a maderate appatits for imavatie customer
carntic plan s, stmleges, inSalives and acihies fal delver
[services for the changing needs of our commurity.

1B-We have bw appefite 1o actviies which may comgramiss
ar dimirish health and safety of ow people, employess and
[sammurity.

Risk Causes

1-Poliical natre of coundl tems.

2-Poar financal practices.

3-Reducad commanwealth nding.

4-Lack of biparfisan support fram palifical parfies.
5-Ineffective Corpamte and Councilor Gavemancs.
6-Mot livirg within mearns i a rate cap ping s ma .

[Ra2 local
2A4V @ have a moderate appetite for nnovalion and the
dewlopment of new ideas b increases aur local scanamy and
deiver lang tem sustainable rading precncts.

[2B-We have a low appette for aciviies hat may decreass
business confidence or $at may lead %o a reducton in aur
cermmurity uss of bcal bading precincs.

Risk Opportunities

1-identifyng new revenue steams

2-Opimisa resurce sharing

(3-Populason grows

4-Cost effectvensss and bater sanios defvery.

[RA-3- the natural and buil

TRAS

[3AAY & have a maderate appetite for innovation $at provdes
L i the ¥

444 @ have a low sppetite for any breaches in egiistion,

Council Plan Objectives

P % healhand
+Erhancng local scanamies
*Managing natural and bull enviranmants

ethics, fraud and comuption.

4B-We have a ow appets for fings which would mpact
negafvely an its reputasion, band or sthical standing.

4C-We have a modemte appetite for any deks that will mpact
an the achievement of the financal rgets.

SR12

‘Safe Commurifies

The business acivites ar

infra structure lmads ta injury ar
ilness to employees, staff,
volurteers, conracions or e
pubic

1-Process faiue incommls

2-Paar practice

3-Paar infrastruchre design
4-naffectual processes and raciics
5-adacuate palcy and practics
B-Lack af sacial cohesian and suppart

1-Leading design and gamning practioes, fture proof our
irfrastruchre
2 Use technalogy to better connect cammurities

] w heathand d
“Erhancing local ecanamies
+Managing natural and bull envranments

SR13

Fraud and Carrugtion Contral

Fraud ocews and gaas
undeecied far sustaned periods
lmading b repuiafional dam age

T-leagal access 1o data

2 Trairing ineflective.
3-Pacr infammation systems.
4-Weak ntemal cantri.
5-Cantrdl averride.

T-Prameie aur integriy Famewark and lve our valies.

[+Promating heath and comected communiies
+Erfiancng lncal scanamies
“Maragng natural and bull envronmeris

SR14

Buill frastruchre

[Azzst= may natbe effecively
managed aver e asset ifacyce

1 dzy

2-Aszet renewal gap not managed.

3-Unable to keap pace with community expectations and
dem and for infrastructure.

1-Effeclive assat managemert.

] w heathand d
“Erhancng bcal sconomies

+Managing natural and bull envronment
+Dalivaring gaod gevernance and kadershin

SRS

Natral Assats

[Matral assats are not impraved

1-Naturdl assets are not valued.

1-kmpraving ratra =
lie. rees, apenspace, green Selds ar bushiand)

d asat types

P, % healhand ol
+Erhancng local scanamies
*Managing natural and bull enviranmants

SR8

Cammunity Sarvices - Planring
for and Managing Grawt

(Cammunity services do not meet
future commurity expactaions
and neads

1-Capauilty, capacity ard resaurang s me st demands.
2-Rate of growt.

| 3-Dedaryerd infrastructure inwesimen.

4-Praject plans designed 1o addmss healh and welbeing
iriSafves are nat basad on acorats dats.

5-Paor information systems.

B-Inglementation of serices nal mesfing standards

1-Through design and plamning practices, future proaf our
irfrastructure.
2-Uss techralogy to hetter comnect commurifies

P w heathand ]
+Erfiancng lncal scanamies
[+Managing natural and bull envianmenns
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1-adequate fanning plan far e impacts of savers weather |1-Camprehensis cound adapiaton and migaton ganand [P v heathand d
events and angaing dimate change o mitgate mpactsan  [ackans “Erhancing lacal ecanamies
cammurity and caundl aperations. “Maraging natural and bull envirarmens
2-Lack of kadership. “Delivering gaod gavernncs and kadeshin
; 3-Debays in plarming scheme amendments.
SRA7  |Clinate Change (Adaptaian) :::’9‘:‘" repoms dma | e ;ma-ng.
{-Falure ta develop and mairain srategc and aperatonal | |1-Use techralogy o beter = 1 healbiand d P
parnerstips with st ehadars and ather kwes of 2-Opmise remures sharing “Erhancing lncal ecanamies Maraging ratural and built
(Gaverrmert. @miranments
heffacive engagament with
partners, vsitors, communities,
SRAA ad ather bodies,
resuting in last cppertunifies ta
carnect with commurity.
{-aemead egsiative compiance and mparing burden “Lirk compliance & risk and corraks ta detern neand “Delivaring gaod gavernnce and eadeshio
2-Syssems are not enabling campliance manage facus for improvement
3-Lack of knawledge “Campianos cutu
2 Tre ; -
Licence 1o aperte isremaved  [is g fve compliance.
ORG1.9 |Legilative C omplance due 1 nan-compliance with
legisiafive chligations.
W erioros demagraghic, cutre |1-Lack of nvestmentin e aparopiase behaviour 1 anboard | 1-Through emgiaymert fiere is an oppariurity t0 aime young |“Deliverng good gavermnce and Eademhip
and capabiity may not support or (people professionals ta the ragion
anakia a bigh periarming, 2-Limited knowledge and undarstanding of amployes kil [2-Skills mapping.
indlusive and o agle [and interchangeatiity
amarisation. 3-Paar adopion af tashnalgical changa and mpactan e
business
ORG-1.10 (Warkiarce Managemert 4-Het seen as an emplaysr of chaios
5-Rapidly changing empiayment emimnmen
6-Gaograptic lozafian
7-Market compesfian
[“Cyber security afacs {-Fumm Proaf arganisatan [“Delivarng gaod gavernnce and adeshio
+Faiure af ar damage ta IT squpment 2-Chamging e sarvics deivery madel
“Hatadapng o change 3-Disaster Recavery Plan
Unaie ta b aSactivaly managing 4-Business Cartinuity Plan
and respending tam uSidle: 5-Emergancy mspanse
ORG-111 | Dissuption Management dirupfiares, preverting e
defivery of services ta te
cammunity ar a mistaned period
1 e rdease af o private i on. |1-Data caleded is secure Pr————— "l =d kadeship
2-Loss of tasit knowkdge
3-happrapdate or ilegal acosss to data caused by faium ta
maritar
4-Privieged access and madcatons witin key databases
Unatiarised miease of Cownrcl |5-Failure ta manir access b Claud secalagy may bead ta
ORG-1.12 |Infamna fian Management carfidersal nfomatian breaches of privacy and atier legiskiion v
6-Bruach af copyight dus ta nadsquate sacal mada
rocesses.
1-Lack of mademhi canabiltylacoouniabiy 1-Safety first enabiles ahigh i S d ad kadeshin
2. Siaf1 & cardrctar behavicur, acoapling safaty, risks,
campincancy, nusting-stle to eror pattem, individual sk
appette.
| Sericus death or injury o an - e Hactive safaty managemeant systams.
ORG-113 |Stall Safety emplayes, valuesr o
[cart mciar.
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